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1 System Requirements

PRTG Network Monitor

2007 PC
OS Microsoft Wintows XP/2003/Vista/2008 32 64
Google Chrome/Firefox 3/Internet Explore7/8 web

11

100

2007 PC/ 1000
SNMP V3 WMI Packet Sniffing
Paessler "Planning Large Installations of PRTG
Network Monitor 7"
http://www.paessler.com/support/kb/prtg7/system_requirements

1.1 Detailed System Requirements

PRTG PRTG 0S

w
N

64 0s
Microsoft Windows XP
Microsoft Windows Vista
Microsoft Windows Server 2003
Microsoft Windows Server 2008

PRTG PRTG

PRTG 60

® CPU 2008 PC 1000

® RAM 150KB/
[ 1 200KB / 60
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o HTTP

WMl SNMP V3

500-1000 10Packet Sniffing /NetFlow
PRTG Site Planner tool "Help"

PRTG Network Monitor 30,000SNMP
PRTG Network Monitor Windows2003 64 2 -Quad CPU
Dell 2900 Il PRTG 3GB RAM
CPU 20 15TB/
645 48 SNMP
PRTG

PRTG PRTG
Technology Client 05
WMware ESX Server 3.5 Windows XP, Windows 2003 (32/64 bit), Windows Vista, Windows 2008
VWMware Server 2.0 Windows XP, Windows 2003 (32/64 bit), Windows 2008
XEM Server 5.0 Windows XP
Parallels Virtuozzo Containers Windows 2003 Server (32/64 bit)
Amazon EC2 Windows Server 2003

Web

PRTG Web

Google Chrome 1.0 ( )
Mozilla Firefox 3.0

Microsoft Internet Explorer 8
Microsoft Internet Explorer 7

® SNMP SNMP 1/ 2c/ 3
SNMP
SNMP PRTG SNMP
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® WM WMI Windows Management Instrumentation Windows

WMI
XP/2003/Vista/2008
® NetFlow PRTG
Version 5
® Packet Sniffing
Tray Tool iPhone
PRTG Tray Tool Windows
iPhone
100
2007 PC/
SNMP V3 WMI Packet Sniffing
Monitor 7"

PC Windows XP
Windows 2000

NetFlow NetFlow

7

Windows 95
iPhone firmware 2.0

1000

"Planning Large Installations of PRTG Network

http://www.paessler.com/support/kb/prtg7/system requirements
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2 Installation

PRTG Network Monitor

[ Paessler

® V7 PRTG Traffic Grapher 6/IPCheck Server Monitor 5
® PRTG PC/ PRTG

°

o PC/

2.1 Downloading the Software

CD

web
http://www.jtc-i.co.jp/ 30

2.2 Upgrading to Version 7 from Previous Versions V.7

PRTG Network Monitor V7.X

PRTG Traffic Grapher 6/IPCheck Server Monitor 5

PRTG7 PRTG Traffic Grapher v.6  IPCheck Server Monitor v.5
PRTG7
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Paessler web

http://www.paessler.com/support/kb/prtg7/tricks/data import from prtg6é or ipchecks/

2.3 Installation of a PRTG Core Server PRTG
Windows
PC CD-ROM

ZIP

! Setup - PRTG Network Monitor = | @[3

Welcome to the PRTG Network
Monitor Setup Wizard

This will install PRTG Metwors Monitor (Commercial-Edition) on
your computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

”Next”

“Next”
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Welcome to PRTG Network Monitor

This easy-to-use bandwidth and asset monitoring application for computer networks is available in
three editions, please choose the one that best fits your needs!

@ Use the Freeware Edition

This edition may be used for free for personal or com
only up to ten {10) sensors and a minimum interval of one

71 Run the Free Trial Edition or the Starter Edition

Do you need more monitaring power? The Trial Edition giv
you can test whether one of the commerdial editions is rig
Mote: If you have a Starter Edition key please choose this

i) Purchase or Register a Commercial Edition

Choose this option to either buy a license now (starting at US5295) or to enter your license key
that you have received upon your purchase.

< Back |[ Next > |

“NeXt”
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Essential Settings for PRTG Network Monitor

Administrator Account

Login Mame: prtgadmin

Password: FEE—
Email Address: Confirm Password: R
Web Server IPs Web Server Port

() Localhost only {127.0.0. 1, no external access) (@) Standard Web Server Port 80 {recommended setting)

(@) Spedfy IPs
7 192.168.2.212 () HTTPS/SSL on port 443
() Spedfy Port: 80 A
Site Info
Site Mame: PRTG Metwork Monitor
< Back H Mext =
”Email Address” E
® "Login Name" "Password™
”prtgadmin” ”prtgadmin” PRTG web
® "Web Server IP's”(web IP ) ”Web Server Ports” web
] ”Site Name” PRTGweb "My
Company Monitoring”

”Next”
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2.4 Entering A License Key

PRTG Network Monitor

70 /

0223515-FFSEJC-ZHGRDFM-URDCS8-U7TFGK-G665F2-YVFCDD-H8823ND99HG9-

° Paessler AG
°
MFDRG
Step 1
PRTG 2
°

® The Commercial Installer

The Commercial Installer PRTG Network Monitor

Commercial Installer Paessler web

Step 2 Server Admin Tool

“License”

PRTG Server Administrator tool

PRTG

The Commercial Installer

PRTG Server Administrator
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PRTG Metwork Monitor - Server Administration Tool

Web Server | Core Server I Memary Usage | &dministratar  LicEnse | Sepvice Contral | Log I About I

—Software License

License Mame: IF‘aessIer

License Key: IIZI[ FP

Licensed Edition: IEnterprise nlirmited Edition {Site License)

—Additional MetFlow/xFlow Licenses

License Keys:

Metflow Sensors: I{none wek)

Check Kev(s) | Deinstall Key (Rewvert to Freeware Edition) |

Ok | Cancel |

”Check Key(s)”

”Licensed Edition”

Netflow/xFlow

70
Server Administrator tool
”License” ""Additional
NetFlow Licenses"
”Check Key(s)”

2.5 Installation of a PRTG Remote Probe PRTG
PRTG 2

web
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1
142

2.6 Uninstallation
PRTG

() PRTG Network Monitor
°

| PRTG Network Monitor "Uninstall
PRTG Network Monitor"

PRTG Network Monitor

¥Documents and Settings¥All Users¥Application Data¥Paessler¥PRTG Network
Monitor¥V7 Windows XP
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3 Introduction

E
1
2
3
PRTG Network Monitor
PRTG Network Monitor
PRTG Network Monitor  Windows
LAN, WAN, LAN, VPN
CPU
SNMP, WMI, Cisco NetFlow

Windows 24



19 PRTG Network Monitor 7.1

3.1 Key Features
PRTG Network Monitor

) /
°
) CPU
)
)
® SLA /
°
PRTG
o Paessler
° HTTP/HTTPS web
) E-Mail
) SQLite, SQL
® PDF
)
°
PRTG Network Monitor
1
Paessler
1997 150,000
10
3.2 Available Licenses
3
/
PRTG
°
e 10 20

[ ) NetFlow
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) 1
® 500
[ ) NetFlow
) 1
Web
30

PRTG Network Monitor

)
[ ) NetFlow
° 1

3.3 About This Document

PRTG Network Monitor

http://www.paessler.com

100

API
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Part

1V

Basic Concepts of PRTG Network
Monitor PRTG Network Monitor
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4 Basic Concepts of PRTG Network Monitor

Monitor

PRTG Network Monitor

PRTG PRTG

ToDos

4.1 Architecture: PRTG Core Server and PRTG Probe

PRTG
PRTG Network Monitor 2
® PRTG "Core Server" PRTG
web
® PRTG "probe™
2 Windows

"PRTG Server Administrator”" "PRTG Probe Administrator"

web P

PRTG

PRTG Network

PRTG

Windows
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365
Web HTTP
web
Ajax
1

Web
(SSL )
CPU
"Local Probe"
(13 LAN 7

"Internet Server 1"

IS  Apache
HTTPS Ajax
Ajax
PRTG
SSL
PRTG
“Remoto Site ”

“"Internet Servers1/2/3”
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= LAN.

Internat Sarver 1
wih Remobs Probs

\ & _._,_,_,_._ﬂ Irisrned Sarver 2
\.\\‘- g

Inbermiet Server 3

;ﬂ Ramete Freba u Intemist Sarver 4

Rérnale Sile
Habamrk
14.2
500,000 RAM 50-200MB
100 1 3
10,000 1 52
PRTG "system health"
" i Local probe (127.0.0.1)
El Probe Device | Probe Heatth | || CPU Load | Memory Free | | | Disk Free
100 % 53 k2 EEE
& Ethemnetadap |l MS TCP Loopk
Bl kivitf= £ kbit/s

"Probe Health"
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"Probe Health"

100

4.2 Object Hierarchy: Probes, Groups, Devices, Sensors, Channels

PRTG Network Monitor "'sensors"

SMTP, FTP, HTTP 1

1 1
1 CPU

1

1NetFlow

""groups" "devices"
"'sensors"
"channels"
CPU 1

"Probes’
/ / 14.2
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='Root
“13 Local probe (127.0.0.1)
"= Probe Device | Probe Health | || CPU Load | Memory Free | | | Disk Free
100 % 2% pir .3 3B
& Ethernetzdapd | M5 TCP Loopk
B1 kbity= Ekbitfs
= 1st Group
= Group 1
13 devices | 47 Sensors & 6 Sensors
= Group 2
T Em VS (10.1.4.210) | FING 17 | 0001} #N | (002} #N b (003} #M
Oms 188 kbit/s 0 kbity's 0 kbity=
o (B5541) =N
48 kbits
“=rGroup 3
7= SMMP-1000 | PING 12 | SMTP 3
(10.1.4.201) Oms 125 m=
= SWMP-1000 o PING 13 | SMTR 4
(10.1.4.202) 1ms 125 ms
4.3 Inheritance of Settings
"Inheritance"
/ /
[ ]
[ /
® Windows (WMI )
® ESX VMware
® SNMP
[ ]
[ ]
[ ]
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DNS SNMP  WMI

”Specify settings for this(object)”
Windows

Inherit Credentials Tor Winsows Syrbems fiow sarent abye 1G] iDossn v CIFaule Mg  émplys UsbSame « enalp=)
Demiain 41 Lomputs Hime |

Uamare

Fakirsdind

4.4 Notifications, Schedules, and Dependencies

PRTG 3
PRTG
"notification" E-Mail SMS
/ /
Part VI
"schedule"
8
PRTG

"dependencies"

® 7 Use Parent”
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[ 28 |

® 7 Select Object”

Dizan desay Type Ut Pardnil

5 Sabect Dhject

Llprkrr abiact Par garsni

Dz desey

® " Master Object”

PING

45 Reports, Maps, and Todos

"Reports"

Part X

"Maps"

PING

Todos
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NOC
web
URL
Part IX
Todos
PRTG "ToDo list"
Todo E
Todos
® Autodiscovery
() PRTG
°
°
°
Part XI Todos
4.6 Priorities and Favorite Sensors
1 (ll*ll)
5 ("*****") PRTG

“Alarm”  Sensor”

Priority

Priority *
Priority *
Priority * k&
Priority * ok ok K
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Favorite

"favorite"

""Home/Dashboard"
""Sensor/Favorite"

4.7 Default Values

PRTG
"Root Group"
) 1
[ ) SNMP v
) SNMP
)
® Windows
) PRTG
® E-Mail
[ ) web
e 1
)
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5 User Interfaces

PRTG Network Monitor 3

web

TR AT s i s e
L] PRTD Network Moo
r:zr.:mr:::r_ﬁ':ﬂczzﬁ-—["—

_i_

e | dotars | 0 | a4 _m@_&l_uuf
1 A ey

in San Frarsisen €4 (Gofind com (118, 151 B B
 Female Serverd wia San Frascien
LT T o 5ar—

[ BTN I Brmasie Memplerige =
B CPoLasa s e 0 Tesfl Brasd

[y vy Sy
e

Menieesd via BC2 Raraps (el mesdlom] [T 0EY

Muihessd ol Slagapsns 56 (ussrynset (L1ELL5L 160
- Puaiahi SEnvir oli Bisgapeing
- A dawm ‘-I_.. i R T i

5.1 web

Windows
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PC PRTG

IYI

B PAESSLER PRTG Network Monitor

Hew Messages:
New ToDos: 0

Links: My Homepage Sensor Tree Dashboard

Server: 127.0.0.1 \Last Update: 3 seconds ago

5.6

iPhone

iPhone
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2 c|a ¢ | EmmE——

PHTLG: Login L IPRTG: Sens ' He IPHTG: Dataile

| PEiEd SES pabess e
rrwy
R m;—- H-qu.
e gy e— T3 e
bbb BTS00 T 1220 A [Ba g

s i BI5I000 T 12 .ul[:- el
m-i— =

T -Il."ll_'l:d.
00 T |

Er-r-"ﬂul-
b Lo sy lamrdery s ans p dede o
EC]

5.7 iPhone

5.1 Web Interface Navigation web
PRTGweb
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EXPAIEELER PTG Matwark Maniin

P 5 i

Hiip Geoap Driaiy
Thitm Ee '—pi_ﬂu g wuuﬁummn—ﬂuﬂ Bﬂ“ﬂ.ﬂ- oo oe graap 1t

ﬁ-—l_-_HJIHmIJHI»uIHw_I_ | Comeres | tatan |

g e | T
: -Emr -:l b i s BITY ST

- Root
4] Losesl prebe (L3108 11
i B Py e o DR B
N 1% HE

'“li_'_l- TR e D Ve
-
H-ill-:hﬂrhril._hrm
| AT AP | e
FE A
e LT e L ]
i
o prigpeandeoom et
o prigrdu. pesiareom g =TT
15N

PRTGweb 5
® "Main Menu"
® "Quick Search"
. IITabsll
® "Context Menu"
) / /
/
5 PRTG web

web web
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5.2 web
53
54
55 web

5.2 Web Page Overview web
PRTG web

OK 129
4
CPU
"index""
/
CPU
90%
web
rama Oereia SEmen HET Hlam
web
"Alarms"

DNS

23
40
24

"Index Graphs™

CPU

CPU

Fapzarit L=m1 Talen

"LOgS"

PRTG

95
"UNUSUAL"
/
90%
CPU
Erinm raim e
"ToDos"
IP
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web

Grodp Roet Ea

TV 41 Haurn L 355 Dupi Slmmm Lo S g Hetfrationi Cow et Hufa
T L] ng T

"Breadcrumbs"

Overview

Livedata/48Hours/30days/365Days / /
Livedata

Alarms/Log

Settings/Notifications

Comments

History

3 "Overview"
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'.'n-—.—— :
L ]
— —

o e s

[ o

—_——— 5

ﬁ — "

4 1 E —

Ii“rrEHriH

Aty g i
—r

E = T

CPU

48
"'channels"
48 30

“index”

30 365

365 CPU

PRTG
“index”
0 100
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PRTG 4
“Alarms”
3 -"Response Time Index" "CPU Load Index™ CPU
"Traffic Index"
CPU 10 CPU
CPU CPU 10
LAN ping 100
2-10 10 20
o PRTG
o 0 100
o CPU
°
°

PRTG Network Monitor web

2 Mew Alarmis)

16 New Message(s)

1 New ToDo(s)!

PRTG
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5.3 Context Menus

PRTG

web

Group Menu Device Menu

Details... Details...
Settings... Settings...
Add Group... Add Sensor...

Add Auto-Discovery Group...

Fun Auto-Discovery

Windows

Add Device... Create Device Template...

Run Auto-Discovery Create Report... Details...

Create Report... Check Mow Settings...

Check Now Delete... Create Report...

Delete... Clone... Check Mow

Clone... Pause »| Delete...

Pause » Fold » Clone...

Fold » Move »|Pause »

Iove » Priority/Favarite » Mowve »

Priority/Favarite » Historic Data =| Priority/Favorite ®

Historic Data » Tools »|Historic Data %

CTRL
5.4 Lists
web
SEmom
1109 af 73 & &

i [mis amiy ST BAIRGE L skt GiNEN
Grgug 1 = SOLTESTSEAVER dFBIGT Up DK 1wt i o=
Graug ] e OO = FMSE LUp L1 o 1 mu Lowe g Les
Gegug o MOSTEAVEAsEd dPRIGL U DK 0w gt T
Graup 1l e VWOTEE = FINGT LWp O amu Eavapa arm
Gl = ANESEAVEA RS dPRIGE g DK 0 e T
Graug ] e OEEAVERE < PMGE Up OK L mu Eone g Lem
a1 SRR 00 H0Y R B sl PG H1 Up o 1 i B
Graup ]l e SMMVIP-1D00 [LOLL A 33T) = PMCI4 g DE 1 mu Lo -
g 1 [k gaesiie ae 0L 4L TS FHoe 0 C o PG 2T U O 1 My S Lma

1ic3 al T3 1

Terlack &l
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oy Erfries sath talin =

LBa S of § ! BT RS DTS 20

Cugrz Tiwes Parsvl — Tao O
1505200 173752 Hime  Pobe EfLoal prabes
IR0 1T 130 Hona Prebe [ local prebs
250530 151 3% Hone  Piobe . f Lo peane
105 10 121342 Heme Pobe [ Ficeul prabs
) - XM 75500 Hone  Pobe U f Lol prabs

[ka% ofd POLL2.1B00 - OT.35.200%

) /

[

[ J

o ”Item Count”

([

Multi Edit Menu

Check MNow
Pause
Resume
Fawvorite

Mo Favorite
e oy

e e oy

e e e e e
e e e e

] A A

Delete...

OO0 EDIO

+
=

e Bwg el Dol

St esiage
Carnehed Prabe: ‘Lacsl pinhe’ of L7 00) 113300 nEs 0 rednsd
Oorcarmecked Prabs "Larsl probke” st LT7 000.1: 3558 hae disccnneciad
Camnemsd Prabe: "Lacy pigle " of LI7 000 110553 nEs annemsd
O narmecsd Prabs "lacsl probs ™ st LI7 D01 LLEY hae disconrediad
Carmeined Prape ‘Lacs miche" of LI7 DU 2ILLET nas panneimed

”Date Range”

5.5 Monitoring Status Information Available Through the Web Interface (web

PRTG

)
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® OK
® WARNING
® ERROR ( )
/
® PAUSED
® UNUSUAL
PRTG
® UNKNOWN
Web

4 2 48 30
e 4 1
)

/NetFlow
)
)
)
)
)
)
)
)
® "Sensor Tree" /
® "Lists"
® "Alarms"

® "Dashboard"

® "Maps"

® PING

Todos

365
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[
® Web
® CPU
[
"bandwidth
index" "speed index" "CPU load index" CPU
5.6 System Tray Notifier
PC PRTG
- System Tray Motifier - PRTG Metwork Monitor [ 5]
Alarms: 2
Hew Messages: 0
New ToDos: 0
Links: My Homepage Sensor Tree Dashboard L T
Server: 127.0.0.1 Last Update: 3 seconds ago
PRTG PC
PRTG Web
"Setup Downloads"
PRTG Windows
"Options"
PRTG DNS

Todos

5.7 iPhone User Interface iPhone

PRTG Network Monitor Apple  iPhone
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¢

PHTLG: Login IPRTG: Sens
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Eewwemin e Ereeten K
Pl e ok O RS e s
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S

REEREERL

e e
b Lo sy lamrdery s ans p dede o
EC]

iPhone  Safari URL  https.//( PRTG
/ /
iPhone ” ”
® HTTP
) iPhone

“Root Group”

q

)/iphone

L iy i s coedshona IR

IPHTG

ratatls

_"
BTSN T 1220 AM | a i
BTS00 T 1228 MM 3w agal

_1. |pulpq

iPhone

SSL/HTTPS
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6 Sensor Setup

"Root Group's"

6.1
6.3
6.2
PRTG PRTG
14.2
6.1 Reviewing Settings of the Root Group
” 7 4.3

"Root Group"

”Devices”
”Settings”
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PRTG Metwork Monitor
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® Windows
WMI
® VMware VMware ESX VMware Virtual
Centers
® SNMP SNMP Compatibility Options SNMP
"SNMP
Vi "public” 161
)
() /
° /
)

6.2 Creating Groups, Devices and Sensors Manually

”Devices”

”Add Group” ’Devices”
”Add Group”

Add Group 1o Group “Group 1°

Geoup Maree and Tigs

Cwiniol Huwe I 5

ligg
4 Invit Crbisviinla hae Windews Syibestd fror pererd ot ieraop) (Domsin or Comsuter Seren = raptp s, Usimaen @ pepiys |
# Inbari Crodmntisls: for SHMP Devlces fiom pasnd onpa ioasp) (R0 senion vl 58 B (&1, TGP Tessaul &0 Rij

ol > o

”Continue”
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”Add Device”
”Devices” ”Add Group”
Tawcn Hima . 11 ‘Croom n rww =y e cony 1 e
- Fm
¥ 1
Ao 1/ TS P | | 'H-ﬂ‘-l:l- e I
Tagn g ey o T
-

ﬂlu___ﬂn_-.-?ﬂ ol L e B ilac T mchihll biedisos WY
7 bt Seein Ml Puslien Evliled pip ol iy smied .:_-..‘:'_,___._.-‘_:-__:;'
et Senpae Creatian win spein Deae Tesgaies S LI 1 e s e e L

e

P DNS
”Continue”
"Add Sensor"
"Sensors" "Add Sensor"
2
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6.3 Creating Devices and Sensors Using the Auto Discovery
/

PRTG

LAN SNMP
WMI

PRTG 3

[ PING
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o 2 SNMP, WMI

143 /

Todo” E

o PING PING

() SNMP  Windows/WMI/VMware

"Add
Auto-Discovery Group

"Sensor Management™

Group Type
Grr oy KanipEeent A Ll (S S o et v
B subamnatic Dwwice [derifestian [Eesdad, reoemarsdnd]
dubarsiie Cawice [derideriian Cfsded may coarie mary 1aman
Aubamstic Sanvar Cresticn with peride Dwwice Templnisjr
Do ey Stheduble e .
P Exie 192 1680
F Fsnge Riegin 1
st
F Espe End s
- vlap
® Manual

® Automatic Device Identification (Standard, recommended)
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® Automatic Device Identification (Detailed, may create many sensors)

® Automatic Sensor Creation with specific Device Template(s)

4 "'continue"
"Devices"

“_'Group 5 (Autodiscovery in Progress 5%)

== pip.paesslergmbh.de + Add Sensor
: (Autodiscovery 3155)
== pop.paesslergmbh.de + Add Sensor

(Autodiscovery 25%5)

"Add Device"

Device Type
Sermicr Hanapimien® sl Hin i ol s oee gl
B syramatic Devie [dsatifcrtian Sssdai, retowmend e
Apbamet Dewal e (et facyt o n [OEtsd e, iy (AENTE MY JeTHoiy
suldmdiG Sl CIeslEn wilh ipeifel Ly e lemplilcHi
[ ey Srhipchibs T =

IP DNS ""Sensor Management"

"Continue"
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7 Sensor Types

PRTG 40

web

SNMP WMI NetFlow Packet Sniffing
HTTP Web HTTP
SNMP  Simple Network Management Protocol (SNMP)
WMI  Windows Management Instrumentation (WMI) Windows

(PING, PORT, FTP, DNS, RDP)

(SMTP, POP3, IMAP, TP&IMAP
Round Trip, SMTP&POP3Round Trip)
SQL SQL (MySQL, MS-SQL and Oracle)

VMware VMware

7.1 SNMP Sensor Types SNMP

Simple Network Management Protocol (SNMP)

SNMP
SNMP CPU
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@ % @a

o .,

5

EJo
SNMP PRTG
CPU
SNMP
SNMP
CPU
SNMP
SNMP
SNMP
SNMP PRTG
UDP LAN
DMZ WAN
SNMP V1 V2c
SNMP
Simple Network Management Protocol
V2c V3 )
® SNMP Traffic pC/ / /
/ SNMP
® SNMP Custom OoID
® SNMP Library SNMP Library MIB

SNMP MIB

-

. i
:::::::: ||u:|||||:|

Ep

CPU

SNMP

(SNMP V1

MIB
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SNMP 2c
PRTG SNMP 3
SNMP
) SNMP
) (“‘community string”)
LAN WAN
32 /
SNMP 2c 64
) 64 /
) SNMP V1
SNMP
°
2C
°
SNMP
SNMP
“cannot connect”
SNMP SNMP
SNMP V1 V2
1 PRTG 2
10,000 60 30.000 SNMP V1
SNMP V3 SSL
SNMP V3 10 1000
PRTG SNMP V3
60 60 6000 SNMP V
"Probe Health" "SNMP Interval
Delay" 0% SNMP

SNMP 3
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® SNMP V3
® SNMP V3
° SNMP V1 V2

“SNMP Community String”

“SNMP Community String” ID
PRTG Network Monitor
SNMP
SNMP community strings ~ SNMPv1 SNMPv2c
SNMPv3 /
SNMPv1-v2c "public"'
Paessler MIB MIB(Management Information Base)
OID PRTG Network Monitor

http://www.paessler.com/tools/

Paessler SNMP SNMP SNMP /
SNMP

SNMP
http://www.paessler.com/tools/

713

7.2 WMI Sensor Types WMI
Windows Management Instrumentation (WMI)  Windows
Microsoft WMI Windows

WIM COM DCOM
Windows 2000/XP/2003/Vista Windows 9x / NT4

PRTG WMI WMI
Active Directory /
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WMI Sensor Types

PRTG

WMI
WMI CPU Load CPU CPU
WMI Memory MB
WMI Disk Space MB

WMI Network Card
WMI Page File  Windows
WMI Service:

WMI Event Log Sensor

WMI Process WMI
WMI File WMI
WMI Vital System Data 20 Windows

(CPU: Percent Processor Time(

), CPU: Processor Queue
Length , CPU: Processor Percent
Privileged Time, CPU: Processor Percent User Time, Thread Context Switches
: : Free Physical Memory

, ‘Total Visible Memory , . Pages/sec /
, . Page Faults/sec / . Page Reads/sec
/ :Page Writes/sec / : Pool
Non-paged bytes , Page file Usage
, : Percent Disk Time , : Current
Disk Queue Length( ), Disk: Reads/sec / :
Writes/sec / . Bytes Total/sec /
: Bytes Received/sec / : Bytes Sent/sec
/ . Bytes Total/sec / :
Bytes Received/sec / : Bytes Sent/sec /
) )
WMI Exchange Server 2003 Exchange Server 2003
WMI Custom WMI
WMI WMI
WMI Windows
PRTG WMI
WMI
WMI 120 60 600 300
WMI
Probe Health "WMI Delay" 0%
WMI
WMI 3
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o WMI
® WMl
° WQL

WMI
Paessler -WMI
http://www.paessler.com/support/kb/prtg7/wmi not working/

Paessler WMI WMI WMI

http://www.paessler.com/tools/wmitester

Microsoft Windows Management Instrumentation Technical Articles WMI Windows

http://msdn2.microsoft.com/en-us/library/ms811533.aspx

Microsoft: WMI Reference
http://msdn.microsoft.com/en-us/library/aa394572.aspx

7.13

7.3 HTTP Sensor Types HTTP

HTTP (Hypertext Transfer Protocol)  World Wide Web
web web
web
® URL web URL http://
® Mode - HTTP GET POST HEAD

® POSTDATA POST

Web URL http:// mode GET
POST URL POST
POSTDATA HEAD web
HTTP
HTTP URL

HTTP Advanced
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HTTP

1000

HTTP
PRTG

HTTP
HTTP

1 36MB

web

PRTG

HTTP

HTTP HTTP
HTTP Advanced
Web
HTTP Transaction
URL
GET/POST
URL
Recorder
HTTP Content
URL

HTTP
Web
CGlI

HTTP Full Web Page

HTTP HTTPS

upP

HTTP URL

LAN

ping
Web
HTML URL
25kb  Web 1

1

43,200
PRTG
PRTG
Web
Web
HTTT Web
web URL
Paessler URL
HTTP

"[value]™

CPU web
Web
Internet Explorer
Web HTTP
Web

Web
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CGlI Web
HTTP HTTP Advanced Web
HTTP
HTTP
50x URL

404 page not found

Paessler URL Recorder URL Web URL

POSTDATA HTTP Transaction
http://www.paessler.com/tools/

7.4 Packet Sniffing Sensor Types Packet Sniffing

SNMP

IP

Packet Sniffing
Top Talkers/Top Connections
141
IP
EPo
Do
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PRTG

PC

PRTG

PRTG

)

PC

CPU

PRTG

“port mirroring”(

”SPAN”

PRTG

PRTG
PRTG

PRTG

80,8080

HTTP

HTTP

PRTG

HTTP

PRTG

SNMP, WMI, NetFlow

“monitoring port”(

) Cisco
IP
443 HTTP HTTP
TCP
HTTP
CPU
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CPU
Packet Sniffing
) Www :HTTP, HTTPS
) :FTP
) . IMAP, POP3, SMTP
) . IRC, AIM
() : RDP, SSH, Telnet, VNC
) : DHCP, DNS, Ident, ICMP, SNMP
) NetBIOS: NETBIOS
() . Socks, UDP, TCP

Packet Sniffing

PRTG Packet Sniffing

® Packet Sniffer IP,

® Packet Sniffe ( )
SMTP, HTTP,
IMAP, NETBIOS

® Packet Sniffe

Paessler Card Packet Counter

http://www.paessler.com/tools/

7.13
14.1

7.5 NetFlow Sensor Types NetFlow

NetFlow Cisco
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NetFlow (Top Talkers, Top Connections )
14.1
NetFlow
IIIP 77 " 77
Cisco  NetFlow Cisco  NetFlow
Cisco
EFo . - e
& Pe Qe -&F
EFo oW = EPn
&3 &30
NetFlow Cisco
PRTG PRTG
NetFlow
NetFlow Cisco
PRTG
PRTG
NetFlow P
NetFlow PRTG
NetFlow  Cisco PRTG 2 NetFlow
Version5
e NetFlow NETFLOW V5 Cisco
e NetFlow NetFlow
NetFlow / NetFlow
NetFlow PRTG
NetFlow 2

PRTG NetFlow
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PRTG NetFlow
200872007 PC Dual Core, 2.5Ghz NetFlow
100,000 /
2,000 / /
50 NetFlow
PRTG NetFlow NetFlow
PRTG (Health)

PRTG NetFlow

PRTG 400 NetFlow
Paessler NetFlow Generator Netflow Generator NetFlow NetFlow
Version 5 PRTG NetFlow
NetFlow

http://www.paessler.com/tools/netflowgenerator

Paessler NetFlow NetFlow Cisco
NetFlow NetFlow

http://www.paessler.com/tools/

® 713
e 141
® Paessler Configuration Tips for Cisco Routers and PRTG Cisco

PRTG
http://www.paessler.com/support/kb/questions/20/

7.6 SQL Server Sensor Types SQL

SQL MySQL, Microsoft SQL,
Oracle SQL SQL
SQL
PRTG SQL
® Microsoft SQL Microsoft SQL

® MysQL MySQL
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® Oracle SQL Oracle SQL

SQL
® Database Name

® User and Password
® SQL Expression

® Result Set

affected rows "

MS-SQL

sQL

® SQL Server 2005 QL Server 2000 SQL Server 7 MSDE

PRTG
®

OLE DB

SQLSERVER SQLINSTANCE

° sQL 1433

1433

Oracle SQL
(] Oracle 10g 9i 8i Oracle 7

) Oracle
TCP/IP SQL-NET
° SQL-NET
My-SQL

® MySQL Server 50 41 4.0

SQL

TCP

2
Oracle Client Interface (OCI)

TCO/IP
1521 OCl

3.23

1521
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7.7 File Server Sensor Types

® WM WMI
7.2 WMI
® WMl WMI 7.2 WMI
® Share SMB shares
Windows/Samba
)
)

7.8 Mail Server Sensor Types

E
® SMTP E SMTP (Simple Mail Transfer
Protocol)
® POP3 E POP (Post Office Protocol V3)
® IMAP E IMAP (Internet Message Access
Protocol)
E
E E
E
2

® SMTP & IMAP
® SMTP & POP3

SMTP
POP  IMAP
] PRTG  SMTP E
E
] SMTP E POP /IMAP
LAN
° PRTG POP
/IMAP E
E

“PRTG7 Roundtrip Mail: {6D136420-5A3E-46CF-871A-1DAFOC4F3D5D}”)
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PRTG

1. PATG sends test email via SMTP

% PRTG retrieves test emad from POPE werver

""FJ--’F-- Triigimes EH"“&%

e
T
Ny
e
e . Lailserver delivers amail to PO#E sarves
SRATR POP3
Servar Serer
E

[ ]
[ ]
® LAN

PRTG
L4 SMTP
() MX
[ ]

MX

® POP IMAP
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SMTP POP

7.9 VMware Server Sensor Types VMware

PRTG VMware

) VMware ESX
() VMware

ESX

[ ) VMware

VMware

VMware

VMware

VMware VMware Inc.

7.10 Internet Protocol Sensor Types
UDP

TCP

® PING 1

VMware ESX

VMware ESX3x

2.X

PRTG

PING

2

VMware

IMAP

2
POP /IMAP

VMware

VMware ESX3x

VMware V

Administrator

20
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® PORT TCP

® FTP FTP

® DNS DNS

® RDP RDP
HDD Health

7.11 Custom Sensor Types

SNMP NetFlow
WQL (WMI Query Language) EXE
Windows
PRTG 4
® EXE EXE DLL /
® WMl WQL (WMI Query Language) WMI
7.2 WM
® SNMP OID OoID
7.1 SNMP
°
7.4 Packet Sniffing
® NetFlow NetFlow 75
NetFlow
o 7.12
EXE/DLL/BAT/CMD/VBS/PowerShell /WQL Sensors
PRTG
° (EXE, .DLL) (CMD, .BAT) VBS (VBS)
PowerShell (PS1) "PRTG Network Monitor¥custom

sensors¥EXE"

® WQL WQL "PRTG Network Monitor¥custom
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sensors¥WMI WQL scripts™

EXE WMI

PRTG
DLLs, .NET framework, Windows PowerShell
/
14.7 EXE
® Yhost IP/DNS
® %device
® Y%probe
® %name
® PowerShell
Powershell.exe
® EXE API IPCheck Server Monitor 5
EXE
7.12 Sensor Factory
""Sensor Factory"
e 1 /
e 1 /
) 1/ 1/
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Sensor: All Traffic (Lve Graph, 2 hours)
Direigichen | Core Switch (192,168.2.204)

4010
Iz 315 khis
300 H
o (T
=
| (
1uu—’] l'l"JC[J"NQ |l||l
110!
u Ll J|'L .J_l._
l:l_ T T T .I- T
=] ﬂ AR ¥ & 2 % @
A . . A T
B Cowntime 22
Port 1 (WAN-Interface) [kbit/s)
[ Port 2 [LAN-Interface] [kbit/s)
Port 3 [Mediacenter] (kbit/s}
B Fort 4 [Server) (kbit/s)
1 SNMP WMI 2
/
Ferar ) Traff Compr o (L s Graply, 7 houre &%
Ll Probs ar 127 UL L | el Devis
=00
A D0
AN = Flas: T kb
3000 '
5.‘.5.".1'
_ﬂ:.._,_, s e—————————— - t— . tp——— ——
1,540 ;
1.0 i ! 4 ."L S ——— el % |
P L k| d : LETA Y
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"Custom Sensors"

"Channel Definition"

#<id>:<name>[<unit>]
<formula>
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#1:Sample

Channel (1000, 0)
#2:Response Time[ms]
Channel (1001,1)

® <id>
® <name>
® [<unit>]

® <formula>

° + - */ 3+5*2
[ ) 3* 246

] channel,min,max,avg,percent

channel()
The channel()

channel(<Sensorld><Channelld>)

® SensorlD "Overview"
® ChannellD "Channels" "Edit Channel"
2001
channel (2001, 2)
PING ms

o 00
N
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min() and max()
min() and max() 2

min(<a>,<b>)
max(<a>,<b>)

ab channel()

min(10,5) -> return 5
min(channel (2001,1),channel (2002,1)

2 2001 2002
avg() Function
avg() 2 (ath) 7 2

avg(<a>,<b>)

avg(20,10) -> returns 15

percent() function

percent(<source>,<maximum>,<unit>)

<source> channel() <maximum>
<unit> <unit>
Ping
100 /
#1:Usage IN

percent(channel (2001,0),100,kilobit)
#2:Usage OUT
percent(channel (2001,1),100,kilobit)

200

#1:Ping %
percent(channel (2002,0),200)
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channel()

#1:Line at 100ms[ms]

100

#2:Line at 50 kbit[kbit/s]

50

#3:2 Mbit/s [kbit/s]

2000

one=1

kilo = 1000

mega = 1000 * kilo

giga = 1000 * mega

tera = 1000 * giga

byte = 1

kilobyte = 1024

megabyte = 1024 * kilobyte
gigabyte = 1024 * megabyte
terabyte = 1024 * gigabyte

bit = 1/8

kilobit = kilo / 8

megabit = mega / 8

gigabit = giga / 8

terabit = tera / 8

"Channels"
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7.13 Comparison of Bandwidth Monitoring Sensor Types

PRTG 4

WMI

SNMP

Packet
Sniffing

Netflow

TopTalker

V7.1

IP

MAC
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PRTG
CPU
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8 Notifications

“Notifications”
PRTG
E SMS
EXE / HTTP
NET SEND Windows
) /
° 30 1000
) 5 1 /
) 24 1
® E PRTG MX
SMTP
® SMS/
(] NetSend Windows Vista/Windows Server
2008
® ICQ, MSN, Yahoo, AIM)
® HTTP
® SNMP
°
)
® PRTG
)
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e E SMS

13.6

"Setup|Notifications"
"add notification"

[
!
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/
PRTG 4
° UP/DOWN/UNUSUAL
)
)
)
4.3
/ / "notifications"

Hq!pﬂ‘l.-m 1] -l-l-ﬂh-lﬂm AT el i i oot sk el o psohod s
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Add Trigger

133
13.6

1

61

"UNUSUAL"

Save

60

ndownn

"dOWﬂ"
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9 Maps

PRTG

PRTG
"public URL"

Web

Web

PNG/GIF/JPG

AJAX

URL
"Public Map"'

("Map ID")

""dashboard"

URL
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PRTG
"Allow Public Access™
"Continue to Step 2"

Step 2
"Edit Layout"

"Add Map Item"
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Asdd Hem To The Map
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"Delete"
"Settings"
HTML

"grip bar"
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"View Map"

PRTG 2

° web
() IFRAME web
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"Delete"

"Add"

""Search"

Step 3
"Run Now"'
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Fur Hoa Shorad Feparis Lt g Sa ke Sensan farvssily T o SeErad by Tag Cammane

[Run Repart "Bericht” Tor
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Aun et
"Run Report"
® HTML
® PDF
Step 4

"Stored Reports™

/
PRTG "website/reporttemplates"

ToDo

* htm

{ List of Sensors jwith 24h graph)

{=]!

<please select a file=

Graph with Data Table (Graph 1 min interval, Table 1 min interval)

Graph with Data Table (Graph 5 min interval, Table 5 min interval)

Graph with Data Table (Graph 15 min interval, Table 15 min interval)
" Graph with Data Table (Graph 30 min interval, Table 30 min interval)
_| Graph with Data Table (Graph 1h interval, Table 1h interval]

Graph with Data Table (Graph 1h interval, Table 24h interval)

Graph with Data Table (Graph 24h interval, Table 24h interval]

Graph Only L min interval)

Graph Cnly (5 min interval)

Graph Cnly (15 min interval)

Graph Cnly 30 min interval)

Graph Only [Lh interval)

Graph Only (24h interval

List of Sensors (with 24h graph)
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"Current" 20
20
"previous"
) 500
) "on-demand use" / / /
) PRTG PDF

ToDo
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11 Todos Todo

Todo("To Dos™) PRTG

ToDo
([
[ J
® PRTG Paessler
® PDF
([ ]
ToDo
ToDo
"acknowledge™
"ToDos" ToDo
ToDes Brbeih  bles
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12 User Management

PRTG 1
3
o "PRTG Administrator”
® Read/Write
® Read Only
E
"Setup|Users" "Add new user"
"Primary Group"
"Create new user group for this user"
"SetupiMy Account™
® Password
® Time zone
® Auto refresh type and interval PRTG
/

30 2
® Audible alarm 0
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® Chart Rendering and Flash Graph Delay

® Autofolding Settings

PRTG "folding"
"Max.
Groups/Devices per Group™ "Max. Sensors per Device™ 2
/
10-30
"Max. Sensors per Device" 0
® Account Type Read/Write Read Only

® Primary Group

® Active/inactive

"Setup|User Groups"
"Addnew user group"

PRTG web /
/ / /

I Inhrit Access Rights fipm fies e
U Qideaip Beiesi Jigi Lampn Bl

dir o Grous Pyl £ ]
PFIG Ligen Geaiig I=hrrled Paamai

I Farwefl CREdSE G elida] SlL 1D P RED

"Inherit Access Rights"

"User Group Access"

| Inherited (Nong) |
Mone
Read
Write

| Full
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® |Inherited

® None /
® Read

® \Write

® Full "Write"

"Write" "Full"

/ "Revert children's access rights to

inherited"
"inherited"
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13 System Settings and Administration

Web
"Setup" Web IP
Server Admin Tool Probe Admin Tool
Account PRTG System Admin 0 R
e
:Hm:-!-m-
.hlln iediin piu i ol Ao eGP PRI
fretview | Bydotoust | Sehedulel | peilEiaes | Commety | Hemar
Azcount Letbngs
B Ao Flssp e i opton by edi peur pmai sidies, gaosond, Seescne and oihes pre el somaet (erings

Teiil Tord chiien Lhirg Sohvedules you cat peest roaanng Far Grougs, Jerern o0 Seroats beed on bee and ey of wereil Tou con sho pegie fhe

i ey ol Wicirlesh o, Aflar dresere sthedulen hes pac an wied Hhare oo B remped me 09 Srg gagEn

I 6 ot Nexlific alioss offer vaisras ward e by w®ich vog ey nolfed whm aiermer Rai O d o ligeers Bee Boesiieaiteed & oerlan | eshols

A mofriesbien s paU 0 mied e on S graup, devie nd wrer rtinge page.
¥ Camsuem Hete pau mn iboer caweserrh Rai powr Hizaurd
T T T kb by Bl hasnd. ERus gt (0 pindd cqomg Pl i ITVE D

Eystem Administration

Hal e The feiesang ini & snif semisis Fyed scoeant fa Sdmnetrsio: FHghtl

Tprinm Tetup I e wndem priue you con gkl peesre e b neifcaien reste wtliogn, read heniing, @l peeesctm Nor paph, badkep

SEmRseT ared detsbais masa e

L Arcaiami U T2 I | mansge Thr wse picawed: F PETE

131

13.2

133

134 web
135

13.6

13.7 Core Server Admin Tool
13.8 Probe Admin Tool

13.1 Account Settings - My Account
"My Account"




106 PRTG Network Monitor 7.1

il Fiy horowrd | Soatssm Frriesire Carrar i o

Uy &Cooaiik S iigs

LA Tl o

" P
B dacicirmm e | B s

P— BT i =
S haran
SOy s 2
At Relresh Sl tigs

PSP "':.-l-r-'.-;-.-n-.--. wrearerarhesd

Byt Ve Fege

o ElpBangs

® User Account Settings:

® Auto Refresh Settings:
/

® \Web Interface Settings

® Autofolding Settings for the Sensortree PRTG
"folding™

® Account Control

(

13.2 Account Settings — Schedules
"Schedules™ / /
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"Add new schedule"

lloffll

"Off"
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® None
/
® Read
® \Write /
/
® Full /

13.3 Account Settings — Notifications

"Notifications" Part
- M & =1 Aaotdw sl | - =T
St i 05 e [ i B3] rEn B 30 Bl Sl S el B
b i gbirdem g By i st

"Add new notification"
"Delete"
"Test"
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® None
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/
2
System Setup -Notifications 13.6
13.4 System Setup - Web Server web
"Web Server" web

5 . v b bt g
e Rt R X ]

e e T
i by B b e o . 4
e g S P

Ezomm e wad riwrface or Sarerers” e oo
S AT S S L Y TR
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Ermdl o s Talew - P
¥ b e e el
T Brai o jpecter sades
® Site Information web
URL E
PRTG Web

® Sensor Intervals

s/m/h/d -/ -/ - /d—

Sy s S vprrn ol e e -
e ¥ kil Dl il . vl el L B
=l i i el e

DNS

time span enumerator
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® Email Options
HTML "ToDo"

"specific email”

® Data Purging Limits

® Unusual Detection "unusual”

® Settings from the PRTG Server Administrator program
“for your information™ Start | PRTG program group
PRTG Server Administrator
13.7 Core Server Admin Tool

135 System Setup — Probes

"Probes"
= Prbre
Priohe Cormectiom Setfirgs
® Probe Connection Settings IP

/ 14.2

® Settings from the PRTG Server Administrator program
"for your information"' Start | PRTG program group
PRTG Server Administrator
13.8 Probe Admin Tool

13.6 System Setup — Notifications
"Notification™ Part
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® SMTP Delivery SMTP PRTG
SMTP
SMTP
IP DNS SMTP
SASL

® SMS Delivery SMS
® |CQ Delivery ICQ ICQ

® \Windows Live Messenger (MSN Messenger) Delivery  MSN
MSN ID
® Yahoo! Messenger Delivery  Yahoo! Messenger
Yahoo! Messenger ID
® AOL Instant Messenger Settings AIM AIM ID
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13.7 Core Server Admin Tool
Core Server Admin Tool  "START | PRTG Network Monitor"
Core Server Admin Tool 8

—Web Server IPs

" Localhost only (127.0,0.1, no external access)

* Specify IPs

10.0.0,202
169.254,101.205

select all IPs deselect all IPs

~Web Server Port

{" Standard Web Server Pork S0 (recommended setting

" HTTPS/S5L on port 443

{* Specify Part: ISDSD fZI

Web Server Web IP local host only
IP
Web

® Standard Web Server Port 80

® HTTPS/SSL on port 443 SSL ("https://( IP)™)
Web

® Specify Port
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Web Server Memory Usage | Adminiskrator I License I Service Conkrol I Log I Abouk |

~IPs for Probe Connections
" Use all IPs For probe connections
" Localhost anly (127.0.0.1, no remate probes)

{+ Specify IPs for probe connections (127.0.0,1 is automatically active as it is needed For the local probe)

10.0.0.202
[]169.254,101,205

Port for Probe Connections

I2356IZI Y] (Standard: 23s60)

—Path for data files

IC:'I,DDkumente und Einstelungentall UserstAnwendungsdateniPaessleri PR . | ¥ Use Compression

Nofe: Plaase copy powr PR IG data Alar fo the dasied focation Frssset b ey mebl

BERORE changing fthe path hara.
Core Server IP
9 142
use all IPs localhost only IP

Web Server | Core Server | Memory Usage i Administratar I License I Serwice Control I Log I About: I

—Memory Used for Graphs and Tables

The RAM memory usage aof PRTE depends on the memory required to store the data far the araphs of aroups,
devices and sensors. This is necessary For Fast display of the graphs. You can minimize this memory requirement
by choosing shorker time Frames with longer inkervals below,

Please select the period and average interval used For the graphs and tables. Mote: If you change these values
the data cache must be recaloulated. During recalculation the graphs may show incomplete daka.

Live: |12E| Walues (= Z Hours with 1 min scanning interyval) j
Graph 1 |2 Days with 5 Minutes averages j
Graph 2: |3E| Days with 1 Hour averages j

Graph 3: |365 Days with 1 Day averages j
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Memory Usage PRTG 3

Administrator

Web Server I Care Server I Memary Usage il License | Service Contraol I Lag I Abouk I

—Administrator User

Lagin Mame: Iprtgadmin

Password: I********

Confirm Password: I*********

Email Address: Idp@paessler.cum

Administrator E

web Server | Core Server I Memory Usage | Administrator Service Control I Log I About I

—Software License

License Mame: IF‘aessler

License Key: |IZIIZIEIDIS- -M1ZZFP

Licensed Edition: IEnterprise nlimited Edition {Site License)

—Additional MetFlow/xFlow Licenses

License Keys:

Metflow Sensors: ||:n|:|ne vet)

Check Keyi(s) |

License

Netflow/xFlow
"Check Key(s)"
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Service Control

Web Server I Care Server I Memaory Usage | Administrator I License

RTG Core Seryver Service

Irskall | ninstall | Skark | Stop |

Service Control / /

Log

Web Server | Core Server I Memory Usage I Adrninistrakor I License I Service Control  Log |F'.I:u:|ut I

Wiew Today's \Web Server Log | Wieww Care Server Syskem Log | Cpen Log Falder, .. |

15,04, 2008 15:47:35 ﬂ
15,04, 2008 15:47:33 PRTia Metwork Monitor Y7.0.0.620 (expires 15.05,2003)

15,04, 2008 15:47:38 PRTG Core Server skarting on "POP"

15.04,2008 15:47:38 Edition: Enterprise Unlimited Edition licenked For Paessler AG MR (000017-ZYETAT ...
15.04.2008 15:47:38 Syskem Path: Ci\ProgrammeiPRTG Metwork Monitor,

15.04.2008 15:47:38 Data Path: CiDokumente und Einstellungentall Users\Anwendungsdaten|Paessler\PR
15.04.2008 15:47:38 Starking webserver For IP 0.0,0.0:80 {URL: http:ff127.0.0.1)

15,04, 2008 15:47:38 Starking Core Server: PRTG Metwork Monitor ¥7.0.0.620 (expires 15,05,2008) Enterp
15.04.2008 15:47:33 Loading Configuration File: Z:\Dokumente und Einstellungentall Users)dnwendungsdz
15.04.2008 15:47:33 This beta version will expire on 15,05,2003 ID: -1000

15.04. 2008 15:47:39 Loading Configuration File: OK {1x probe, 2x group, 1x device, Sx sensor, 2% usergro
15.04.2008 15:47:39 PRTG Core Server Ready

Log web

13.8 Probe Admin Tool
Probe Admin Tool  "START | PRTG Network Monitor"
Probe Admin Tool 4

Probe Control
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Probe contral |Service Control I Files | Directories | About I

~Probe details

Mame of the probe;

Reconneck Time:

Probe on Remoke Syskem .ﬁ.|

300 5

Server connection

{ Connect to local core server (via 127.0.0.1 and port specified below)

% Conneck o remoke core server (via settings specified below)

Server (IP or DMS name): Port:
1.2.3.4 |23580
Probe GID:

2+ (standard: 23560)

I{F"SSEC663-259F-4F'.E-F"-BP.?T-"-FFSCZ'BCDSBF\B}

ACCess Key:

Canfitm SCcess Key:

I*

—ukgaing IP For monitoring requests

Iautu j

Probe Control

® Name of the probe web
® Server Connection P

Core Admin Tool

142
® Probe's GID
® Reconnect time
® Qutgoing IP for monitoring requests
"auto"
P

Service Control

Probe contral  Setvice Contral | Files | Directories I Abaut I

DNS

RTG Probe Service

Inskall |

Stark

Stop

Service Control install/uninstall start/stop
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Files / Directories /

Probe control I Service Control - Files [ Directories |.ﬁ.|:n:|ut I

—Path For probe data skorage:

Path:
|C:'|,D|:ukumente und Einstellungentall Usersi Amwendungsdaten)Paessler\PRTG Mebwark Manibart 7 |
—Log
Open Log File. .. Open Log Directary., ..

" Ne

Files/Directories
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14 Advanced Topics

PRTG Network Monitor

° 14.1 Toplists
e 142
° 143 /
® 144 PRTG Traffic Grapher 6/IP chech Server Monitor 5
® 145 web SSL
® 146 PRTG API
e 147 EXE
14.1 Toplists
Packet Sniffing NetFlow
IP
"toplists™
PRTG IP
PRTG IP
/ PRTG
100
NetFlow

"toplist™
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BT FAS A0 PM - 0000 P
P9 ] o 00 of 1R ¢ ©1 B

PRTG  DNS IP
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Add toplist

Hars

T = Toxg Taloarn [#vhich [ ese nark andwadhT)
" Tap Conrecbomy fARicth cannedizm uue monl harstwidlhTi
17 ing Bl BB (1Y B2Ps B s LK 8 T DS dhad18
™ Curhoam (Cramde yoaar o fooie)

Frinam (muradi fil 1%

Fap Courd o

Ficne Lors [ais Towroier = dererdngis (amer mesal deissi
™ ‘#ail riil haglind pavied end o lns muSsande dth naged

b pready i 10
Sauk Cancsl |
4
® Top Talkers IP
® Top Connections
® Top Protocols
® Custom
"Custom™
IP
IP MAC MAC
ToS IP MAC
10 /
IP
/
° RAM
100
o
o
"Top Connections" 5 "Top Talkers" (1

° "Wait until toplist period ends"
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® Data incomplete, memory limit was exceeded"

[ J
PC
PRTG
° web
14.2 Multiple Probes and Remote Probes
PRTG 2 Web
1 "probes"

SSL Secure Sockets Layer
TCP/IP
ToDo
"accept" )

"Deny IPs"

NAT 80
Web
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(127.001)  SSL

PRTG "local probe"

LAN 1

° LAN

° VPN

) NetFlow
) NetFlow CPU
PC

LAN PRTG

() “"LAN"
° "Remote Site"

° "Internet Server 1"

) "Internet Servers 1, 2, 3"
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;q_

Ramola Froba
Famods Gita
Helwrk
PRTG
PRTG
“Devices”
—'Root
"2 ¢ Local probe (Local Probe on 127.0.0.1)
“ =3 sub-groups with 8 w20 Sensors = SMTP 1D
devices
36 e (Sending update)
"Ep3 sub-groups with 23 [l 12 Sensors | Probe Hesith
devices
DO e R e (Sending update)

“Epl sub-groups with 4 | 6 Sensors & Probe Heslth
devices
B B e s e (Sending update)
|_:|J]' sub-groups with 46 | %03 Senzorz & Probe Hezlth
devices
SSL /

Imannat Earegr 1
with Fremole Probe

m e —— i Intarnat Eanar 2

Infemesl Server 3

u Iniemmet Semver 4

'\-\a

PRTG

| % Sensors
CnEE!
B Sample Senso

H Sample Senso

“PRTG probe”
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LAN WAN

20 100

Stepl
PRTG

\Web Server Memory Usage | Administrator I License I Service Control I Log | About I

~IPs for Probe Connections
" IUse all IPs Far probe connections
" Localhast only £127.0.0.1, no remote probes)

* Specify IPs for probe connections (127.0.0.1 is automatically active as it is needed For the local prabe)

10,0,0.202
[1169.254,101,205

—Port for Probe Connections

|2355|:| ¥l (standard: 23560)

—Path for data files

IC:'I,DDkJ_lmente und Einstellungentall Users\Anwendungsdaten' PaessleriPR™ L, | ¥ Use Compression

Nofa: Plaaze copy powr PR TG dafa files fo he desred focation Revert o default path

BEFTORE changing £he path Aere.
(127.0.0.1)
"Use all IPs..."
"Specify IPs..." IP
TCP/IP
IIOKII
Step2
web
"Setup;Download" Remote Probe Installer

Probe Administrator
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Probe contral | Service Control I Files [ Directories I Ahouk I

~Probe details

Mame of the probe; Reconnect Time:
Probe on Remoke Syskem .ﬁ.| 300 5

—2erver conneckian
{ Connect to local core server (via 127.0.0.1 and port specified below)

% Connect ko remoke core server (via settings specified below)

Server (IP or DMNS name): Port:

[1.2.3.4 [z3580 4] (standard: 23560)

Probe GI0:

I{?SBECE\E-S-259F-4F'.6?-BP.??-FFSCZQCDSBF'.B} 000 |
ACcess Key: Canfitm ACcess Key:

" |

—Cukgaing IP For monitoring requests

Iautu:u j

13.8

® Name of the probe Web

® Server Connection ""Connect to remote core server"
® Server (IP or DNS name) IP /DNS IP

DNS core server administrator tool
NAT
NAT
Mapped IP
® Port
Web Web

"Setup|System Setup™
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System Setup

Webildresy | Promes | Rlablialaers | BB

Propd Conrgatian hettags
At rL L SR RIIT 00 470 LT AREAY
Abrw P Wy
Oury Py
Web 1
2
IP
IP
Setp

£ Probe on 10.0.9.30 (10.0.9.30)
Approve New Probe

Deny New Probe

"Approve New Probe"

TASSI0
PRTG IP
IP
"Allow IPs" IP
"Deny IPs"
Web

PRTG
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£ Probe on 10.0.9.30 (10.0.9.30)

{==1Probe Device | Probe Heatth | || CPU Load | Disk Free | Memory Free
i 100 %% 0% 435 52 %
i Ethernetadapl | o M5 TCP Loopk
2 kbitf= 0 kit
/ /

Windows XP/ Server 2003

C:¥documents and settings¥All Users¥application
data¥Paessler¥PRTG Network Monitor¥V7¥Logs (System)

Windows Vista/ Server 2008

C:¥ProgramData¥Paessler¥PRTG Network Monitor¥V7¥Logs (System)

"PRTG Probe Log (1).log™ "PRTG Probe Log (2).log™ 2

23.05.2008 16:15:15 PRTG Probe Server V7.0.1.821

23.05.2008 16:15:15 Starting Probe on "WINXPVMWARE"
23.05.2008 16:15:15 Data Path: C:¥documents and settings¥All
Users¥a ....

23.05.2008 16:15:15 Local IP: 0.0.0.0

23.05.2008 16:15:15 Core Server IP and Port: 10.0.2.167:23560
23.05.2008 16:15:15 Probe I1D: -1

23.05.2008 16:17:01 Connected to 10.0.2.167:23560

23.05.2008 16:17:06 Login OK: Welcome to PRTG

23.05.2008 16:31:02 Try to connect...
23.05.2008 16:31:02 Connected to 10.0.2.167:23560
23.05.2008 16:31:07 Login NOT OK: Access key not correct!
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14.3 Copying Devices by Cloning or Using Device Templates /
1 2
°
o Web
"Clone" PRTG
PRTG
"Create Device Template™ PRTG
PRTG
‘devicetemplate'
2
) "Automatic sensor creation using

specific device template(s)"

° "Automatic sensor creation using specific device
template(s)"

o DNS, FTP, HTTP, HTTP Advanced, IMAP, PING,
POP3,PORT, SMTP, SNMP Custom, SNMP Traffic, WMI Custom, WMI Disk Space,
WMI Memory, WMI Service, WMI Processor, WMI Network, WMI Event Log, WMI
Page File, WMI File, WMI Process, WMI Selection, EXE, Remote Desktop
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SNMP WMI

° dependencies

14.4 Importing Data from PRTG Traffic Grapher 6 /IPCheck Server Monitor 5
PRTG Traffic Grapher 6 /IPCheck Server Monitor 5

PRTG 7 PRTG Traffic Grapher V6 IPCheck Server Monitor 5
PRTG Network Monitor 7

Paessler web

http://www.paessler.com/support/kb/prtg7/tricks/data import from prtg6 or ipcheck5/

145 Installing an SSL Certificate for the Web Server(web SSL
)
PRTG Network Monitor SSL
HTTPS Web
PRTG P PRTG
web (“the

certificate is not correct”)
Paessler

http://www.paessler.com/support/kb/prtg7/tricks/install ssl certificate/

14.6 Using the PRTG API (Application Programming Interface) PRTG API

PRTG Network Monitor
AP|
PRTG
APl HTTP
URL

"Help" "PRTG API"
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14.7 Interface Definition for Custom EXE Sensors(

)

EXE

EXE

32

EXE

0: ok

1. warning

2. system error

3: protocol error
4: content error

EXE PRTG

EXE

EXE

result.txt

DLL

Standard OUT

EXE
DLL
/
web 404
web
(cmd.exe)
DLL

function perform(para,msg:pchar):integer; stdcall;

para msg O
DLL

msg

msg

DLL

255



133 PRTG Network Monitor 7.1

32

® 0:0k
® 1. warning
® 2: system error /
® 3. protocol error web 404
® 4 content error web

DLL PRTG

EXE
® PRTG "PRTG Network Monitor¥custom sensors¥EXE"
® Paessler web http://www.paessler.com/support.
) Google Code prtg7addons web

http://code.google.com/p/prtg7addons/

14.8 Acknowledgements
Build using Indy Internet Direct (http://www.indyproject.org/). This product includes
cryptographic software written by Eric Young (eay@cryptsoft.com). Uses the
net-SNMP library, see "netsnmp-license.txt". Uses the DelphiZip library distributed
under the GNU LESSER GENERAL PUBLIC LICENSE(http://www.delphizip.net/).
Uses the Info.Zip library, license info in the provided "info-zip-license.txt". Uses
FastMM (http://sourceforge.net/projects/fastmm/) and TPLockBox
(http://sourceforge.net/projects/tplockbox) under the Mozilla Public License 1.1 (MPL
1.1, available from http://www.mozilla.org/MPL/MPL-1.1.html).
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